Electric power, water, natural gas and other utilities are served to consumers via functional sources such as electric power substations, pumps and pipes. Understanding the impact of service outages is vital to decision making in response and recovery efforts. Often, data pertaining to the source-sink relationships between the service points and consumers is sensitive or proprietary, and is, therefore, unavailable to external entities. As a result, during emergencies, decision makers often rely on estimates of service areas produced by various methods. This paper, which focuses on electric power, assesses the accuracy of four methods for estimating power substation service areas, namely the standard and weighted versions of Thiessen polygon and cellular automata approaches. Substation locations and their power outputs are used as inputs to the service area calculation methods. Reference data is used to evaluate the accuracy in approximating a power distribution network in a mid-sized U.S. city. Service area estimation methods are surveyed and their performance is evaluated empirically. The results indicate that the performance of the approaches depends on the type of analysis employed. When the desired analysis includes aggregate economic or population predictions, the weighted version of the cellular automata approach has the best performance. However, when the desired analysis involves facility-specific predictions, the weighted Thiessen polygon approach tends to perform the best.
Introduction
Electric power, water, natural gas, telecommunications and other utilities are served to consumers using functional sources (facilities) such as power substations, pumps and pipes, switch controls and cell towers. Each of these sources is related to a geographical service area that includes consumers. Data pertaining to the source-sink relationships between service points and consumers is often sensitive or proprietary and is, therefore, unavailable to external entities. During emergencies, decision makers who do not have access to utility information must rely on estimates of service areas derived by various methods. Decision makers have a strong interest in quantifying the accuracy of critical infrastructure service area estimation methods and developing enhanced estimation techniques [14, 22, 25] .
This paper assesses the accuracy of four methods commonly used to estimate infrastructure impact after a disruptive event. The term "impact" refers to the inability of a utility to provide a service, such as power or gas, due to infrastructure damage. The paper focuses on two types of impacts: (i) aggregate impacts, such as economic activity and the population affected by the outage; and (ii) point data impacts, such as whether specific assets are included in an outage. The methods include Voronoi (Thiessen) polygons, Voronoi (Thiessen) polygons with weights, cellular automata and cellular automata with weights. The methods are compared using a reference model of a power distribution network for a mid-sized U.S. city.
Background
Power, gas, water and other infrastructures serve customers in geographical regions called service areas. Although infrastructure operators have detailed information about the source-sink relationships between their assets, this information is neither organized to facilitate large-scale analyses nor is it documented by public regulatory agencies. In addition, the data is often highly sensitive or proprietary.
Determining service areas in the absence of data has long been a problem, but estimating the service areas accurately is very important in disaster recovery situations [7, 14, 22, 25] . Typically, the geographic boundary of a service point is required to estimate the source-sink relationships between the serving entities (sources) and the entities that use the services (sinks). Increasing the accuracy of the estimates could lead to more efficient recovery. Moreover, understanding the comparative merits of different estimation approaches is necessary to enable decision makers to select the right mitigation and remediation strategies in disaster situations. This paper focuses on Voronoi diagram (Thiessen polygon) and cellular automata estimation approaches. 
Voronoi Diagrams (Thiessen Polygons)
Voronoi diagrams are named after the Russian mathematician Georgy Voronoi, who defined them in 1908. Voronoi diagrams are also called Thiessen polygons after Alfred Thiessen, who, in 1911, used the approach to estimate the average rainfall of a region from a set of values recorded at individual stations. Three aspects of Voronoi diagrams (Thiessen polygons) have been investigated over the years: (i) modeling natural phenomena; (ii) investigating geometrical, combinatorial and stochastic properties; and (iii) developing computer-based representations [2] .
Thiessen polygons have been used in a variety of ways to present and analyze data. The success of the method comes from its ability to uniformly and systematically partition a geographical region. Given points in a Euclidean plane, a Thiessen diagram divides the plane according to a nearest-neighbor rule, where each point is associated with the region of the plane closest to it [2] . To create the boundaries, straight lines are drawn between all the points; from the mid-point of each line, a perpendicular line is drawn at equal Euclidean distances to each joining point. The Thiessen polygons take shape when the perpendicular lines are trimmed at their intersections with other lines (Figure 1(a) ). Interested readers are referred to [23] for additional details about Thiessen polygons and to [1, 16, 22, 24] for details about using the approach to generate critical infrastructure service boundaries.
One drawback of the Thiessen polygon approach is that it assumes that each point is homogenous (as shown in Figure 1(a) ). This is generally not the case because each source point provides varying degrees of service. For example, electric power substations have different load outputs and natural gas transportation systems have different pressures and output capacities.
Using weights based on source points can enhance Voronoi-based methods such as the Thiessen polygon approach. A weighted approach creates Thiessen polygons by computing the weighted Euclidean distances [13, 15] . The approach assigns smaller service areas to critical infrastructure elements with lower out-puts. This approach is potentially more realistic than an approach that uses Thiessen polygons with equal weights. For example, as shown in Figure 1 (b), a 2 MW electric power substation serves a smaller area than neighboring power substations with larger power outputs.
Cellular Automata
Cellular automata are discrete computational systems that comprise finite or denumerable sets of homogeneous, simple cells as part of spatially and temporally discrete grid structures [4] . They are often used to create mathematical models of complex natural systems that contain large numbers of simple and identical components with local interactions [38] .
A cellular automata is formally defined as a system composed of adjacent cells or sites (usually organized as a regular lattice) that evolves in discrete time steps. Each cell represents an internal state from a finite set of states. The states in the automata are updated in parallel according to a local rule that considers the neighborhood of each cell [9] .
The cellular automata approach originated with digital computing in the late 1940s [34] [35] [36] . However, it was first used in geographical science in the 1970s [3, 26] . The interest in geographical information technologies in the 1990s led to numerous geographical applications [12, 17, 28, [30] [31] [32] . In retrospect, the adoption of cellular automata by the geographical science community was natural because both fields intrinsically rely on proximity, adjacency, distance, spatial configuration, spatial composition and diffusion. Cellular automata also share mathematical and algorithmic structures with remote sensing, relational databases and object-oriented programming [29] .
Although cellular automata have been applied to a variety of fields, cellular automata techniques were not used for service area calculations until the last decade [14, 18] . Like Thiessen polygon approaches, cellular automata algorithms can be run with equal weights or weights based on the actual substation loads. Tools that use cellular automata approaches to estimate service and outage areas include the Interdependency Environment for Infrastructure Simulation Systems (IEISS) [6] , TranSims [6, 14, 28] and Water Infrastructure Simulation Environment [19, 33] .
Assessment Methodology
Four algorithms are used to estimate service areas for electric power: (i) Thiessen polygons; (ii) Thiessen polygons with weights based on the electric power substation loads; (iii) cellular automata; and (iv) cellular automata with weights based on the electric power substation loads.
An electric power network in a mid-sized U.S. city comprising roughly 150 substations is used in the evaluation. The reference dataset includes the transmission network, substations, power demand and substation service areas. The reference substation service areas, which are polygonal in shape, were drawn up by an electric power system expert. Economic and population information derived from the 2010 LandScan dataset citeop7 is incorporated, along with the daytime/nighttime population information from [8, 20] .
The ESRI suite of GIS tools was used to implement the Thiessen polygon approach. The weighted Thiessen polygons were created using the publiclyavailable ArcGIS extension [13] . IEISS [6] was used to create the cellular automata and weighted cellular automata polygons; this algorithm grows cells in a raster format starting from each source point (i.e., electric power substation) until it runs out of space or electric power resources.
Aggregated Impacts
Aggregated impacts are used in situations where coarse information about service areas is required. Examples include total population, total economic activity and total area. In these situations, an error in the spatial extent of a service area is acceptable as long as the extent of the area produces the correct values. To perform the comparisons, the daytime population for each polygon associated with a substation is computed using each of the four methods. The results obtained for each method are compared with the actual population associated with the substation in the reference model. In the comparisons, the method with the lowest error is considered to exhibit better performance.
The process is repeated for the nighttime population, economic activity indicators and total area. The economic activity indicators include direct, indirect and induced economic impacts, as well as the economic impact on business and employment. Similarly, the approach that yields the lowest error with respect to the reference dataset is considered to have the best performance. Direct economic impact is based on the types of businesses in an area. Indirect economic impact is derived from suppliers of commodities in a service area. Induced economic impact is caused by the reduction in factor income in a service area. The economic impact on business and employment considers the overall effect on known businesses and employment [21] .
Point Data Impacts
The spatial accuracy of a service area is important for certain types of analyses, such as if an infrastructure outage impacts other infrastructure assets. For example, an asset that depends on electric power from a substation may be unable to function if the substation is out of service. The analysis computes the spatial agreement between the reference service areas and the calculated service areas. Spatial accuracy is evaluated using a point accuracy test. The metric uses 10,000 (10K) points randomly located within a study area.
Figures 2 through 5 show the service areas created by the four methods overlaid on the random points. Point analysis assesses the accuracy of matching critical facilities with their corresponding service source points through service areas. This type of analysis is widely used in land cover classification accuracy assessments [10, 11] . For each randomly-placed point, the service area to which the point belongs in the reference model is determined; the same deter- Figure 6 . Point accuracy assessment data preparation flowchart.
mination is performed for the Thiessen polygon, weighted Thiessen polygon, cellular automata and weighted cellular automata approaches ( Figure 6 ). This information is used to create error matrices for evaluating the approaches.
The following equation is used to extract the overall accuracy measure from an error matrix [11] :
k where k is the number of substations, n is the number of sample points and n ii is a cell along the matrix diagonal corresponding to column i and row i. Figure 7 shows an error matrix. The columns are the reference values and the rows are the values for a particular method (e.g., weighted cellular automata). Four such matrices are created (one for each method) to assess the accuracy of each calculated dataset compared with the reference dataset. For each sample point, the reference and calculated polygons in which the point falls (i and j, respectively) are determined. If both polygons represent the service area for the same substation, then the ID fields match (i.e., i = j), which causes the n ij cell in the matrix to be incremented by one.
Proximity confidence analyses are also performed to estimate if the proximity to the source point in a polygon affects the accuracy of the estimation. In the analyses, the distance between the source point and the substation (defined as a serving point in the reference dataset) is measured for each polygon. To classify the points uniformly based on their proximity to the serving source point, the distances are normalized based on the size of the service area polygon that overlays the point for each method. This approach enables a decision maker to quantify the quality of the results based on where a point is located within a service area. Facilities located closer to the service source (i.e., electric power substation) have higher confidence values than those that are further away from the service source. This reduction in confidence can, in fact, be quantified.
As an example, consider two hospitals as point data. The first hospital is located 500 yards away from Substation A and the second hospital is two miles away from Substation B. If the service area sizes are the same for both substations, it is reasonable to compare the hospital to substation distances and to calculate the confidence that the hospitals are correctly associated with the substations. However, if the service area of Substation A is much smaller than that of Substation B, then the distances must be normalized.
Normalization and point classification are based on the distance to the source. Let P (s) be the service area polygon for service point s, A be the area of polygon P and r be the radius of a circle with the same area A as the service area polygon P (s). Furthermore, let i be a randomly-placed point in the agreement zone (i.e., region where the reference data polygon and the polygon produced by the service area estimation method overlap), d be the distance between i and service point s, and d be normalized and classified as follows: All the points are classified based on the normalized distances and the classifications are used to measure the effect that proximity has on the accuracy of point data and to quantify the confidence in a method when reference data is unavailable. We also investigate the ability of the methods to accurately estimate the source sink-relationships when neighboring polygons are also considered. This is performed by creating a lookup table for each method. The lookup table lists all the existing service area polygons for all the methods along with the neighboring polygons. The table is used to recalculate the point accuracy values. For each point that is misplaced in the reference dataset, it is determined if the point is correctly associated with a neighboring polygon. Taking into account the neighboring service area polygons makes it possible to test the accuracy of determining source-sink relationships for critical point locations.
Experimental Results
This section presents the results of the performance analysis of the four approaches, namely the standard and weighted versions of the Thiessen polygon and cellular automata approaches. For the weighted methods, peak energy consumption (in MW) is used for the weights. Figure 8 shows the results obtained for the four approaches. Each sub-figure displays one service area creation method along with the reference dataset. The first set of results pertains to aggregate statistic accuracy analysis. In particular, the area, population and various economic indicators are compared with the results of the reference service areas. Table 1 shows the mean differences in the daytime and nighttime populations between the calculated and reference service areas. A smaller value is a better result because the population value produced by the method is closer to the population value produced for the reference service area. For the daytime and nighttime populations, the weighted cellular automata approach yields the best results (smallest differences) compared with the reference data. On the other hand, the cellular automata approach yields results with the highest differences. Similar results were obtained for the cumulative sum of differences in populations ( Table 2 ). The weighted cellular automata approach yields the best results. The weighted Thiessen polygon approach yields better results than the standard Thiessen polygon and cellular automata approaches. Tables 3 and 4 show the means of the differences in the economic impact for various metrics (direct, indirect, induced, employment and business). In all cases, the difference is smallest for the weighted cellular automata approach, second smallest for the cellular automata approach and third smallest for the weighted Thiessen polygon approach. The only exception is the economic impact on business (Figure 12 ), for which the weighted Thiessen polygon approach and cellular automata approach swap places. The largest mean difference value is produced by the Thiessen polygon approach. Although the mean difference for the weighted Thiessen polygon approach is larger than that for the cellular automata approach (with the exception of economic impact on business), the differences are not as notable as the differences for the other categories. Tables 5 and 6 show the results corresponding to the sums of the differences; the results have the same trends as in the case of the mean differences.
The final aggregate statistic comparison considers the total surface area of the polygons. The results for the total surface area comparisons indicate that the average reference polygon area is 1,033 square acres. As shown in Table 7 , the weighted cellular automata and Thiessen polygon approaches yield polygons that are the closest in size (on average) to the reference polygon sizes. The Table 6 . Total sum of differences in economic impact (employment and business). cellular automata approach yields the least accurate approximation for this metric. For the point accuracy analysis, 10,000 points were selected randomly across the study area and an error matrix was created for each method. The matrices were used to calculate the overlay agreement accuracy. Table 8 shows that the weighted Thiessen polygon approach yields the best overall results (68.9%), followed by the weighted cellular polygon approach (59.5%), while the cellular automata approach has the least accuracy (52.3%).
Estimation
As shown in Table 9 , the results are nuanced. The weighted Thiessen polygon approach has the highest point accuracy (91%) when points in the closest 25% area of each polygon are considered, followed by the weighted Thiessen polygon approach (86%), the cellular automate approach (85%) and the Thiessen polygon approach (81%). Farther away from the source point, a drop in the accuracy of the unweighted approaches (Thiessen polygon and cellular automata) is observed. The accuracy of the weighted approaches decreases considerably, but it is still higher than the accuracy of the unweighted approaches. It is important to note that accuracy of all the approaches improves dramatically when neighboring polygons are included. Instead of assigning a point to a single polygon, a point is assigned to a single polygon and a neighboring polygon. This relaxes the analysis to indicate that a point is associated with a source facility from a set of source facilities. The corresponding results are shown in Table 10 , where the points are correctly assigned to a set of source facilities more than 95% of the time for all four approaches.
Discussion
Critical infrastructures, such as electric power, natural gas, water and telecommunications, provide vital services to society. In the event of an outage, these services must be restored as soon as possible to bring the situation back to normal and reduce the negative impacts of the outage. Several factors make it difficult for decision makers to assess the impacts of an outage. Critical infrastructure networks are inherently complex and the relationships between network elements as well as those between other networks are not well understood. Outage propagation is complicated to trace, especially in the case of an electric power disruption. In addition, information on source-sink relationships is not readily available. Therefore, prioritizing restoration and repair for network elements can be an extremely challenging task.
Moreover, critical infrastructure networks are interconnected and it is often the case that networks depend on other networks to function. For example, an electric network provides power to water pumps, which are part of a water network. Likewise, telecommunications towers and hubs also require electricity to function. Therefore, an outage in an electric power network can cascade within the network as well as to other networks. The accurate determination of service areas is vital to modeling cross-infrastructure effects. Applying four well-known estimation methods, namely standard and weighted Thiessen polygon and cellular automata approaches, to service area determination for electric power networks yields interesting insights. In general, the weighted cellular automata approach is the best performer while the Thiessen polygon approach has the worst performance. However, for points closest to the boundaries of service areas, the weighted Thiessen polygon approach has the best accuracy.
Visual inspection of the weighted cellular automata polygons compared with the reference dataset polygons provides some insights into the point accuracy results. Two situations lead to the lower accuracy of weighted cellular automata polygons in the point accuracy analysis. The first involves weighted cellular automata polygons at the outer edge of the study area and is an artifact of how a cellular automata algorithm is designed. Cellular automata algorithms favor growth in unconstrained regions and, thus, polygons at the edges tend to grow outward rather than inward, leading to unrealistic results. This behavior can be controlled by introducing boundaries that limit cellular automata growth. The second situation occurs for a few cases in the dataset where the ratio of power output for a specific substation to the total service area in the reference dataset is too large (e.g., when some of the power is provided to an industrial complex). Including substations with large outputs and small area coverage in the reference dataset also contributes to errors.
Finally, cellular automata algorithms incorporate several parameters that must be tuned. This study has used "out of the box" parameters for cellular automata to allow for the least-biased comparisons with Thiessen polygon approaches. However, while parameter tuning can dramatically improve the performance of cellular automata approaches, the tuning is highly specific to the application domain.
Conclusions
Sophisticated modeling and simulation tools are vital to enable decision makers to predict, plan for and respond to complex critical infrastructure service outages [27, 37] . However, modeling and simulation tools cannot function effectively without adequate, good-quality data. Unfortunately, data pertaining to critical infrastructure assets is highly sensitive and is, therefore, difficult to obtain; detailed data about infrastructure dependencies is even more difficult to obtain. Absent data of adequate quantity and quality, the only feasible solution is to rely on estimation methods to predict the impacts of critical infrastructure service outages on populations, regional economies and other critical infrastructure components. The empirical evaluation of service area estimation techniques described in this paper reveals that the weighted cellular automata and weighted Thiessen polygon approaches produce better estimates than their standard (unweighted) counterparts. Also, the results demonstrate that the weighted cellular automata approach has the best aggregate statistic accuracy while the weighted Thiessen polygon approach has the best point accuracy. However, parameter tuning dramatically improves the performance of the cellular automata approach.
Future research will proceed along three directions. First, other critical infrastructures will be investigated to gain an understanding of the aspects that are unique to critical infrastructures and those that are common between critical infrastructures. Second, develop other comparison metrics with be developed; for example, substation loads (in MW) could be compared with the expected consumption of the population and businesses in service areas to assess the accuracy of the computed polygons. Third, formal probability-based methods will be investigated to cope with the error and uncertainty that underlie service area algorithms.
